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DIFC Regulation 10 Accelerator 
 

Introduction 

The concept of a Regulation 10 Accelerator is to provide an environment for developers 
/ deployers / operators to be able to test an autonomous or semi-autonomous system 
for privacy by design and other technical requirements set out in Regulation 10 using a 
variety of available or bespoke standards or frameworks.  This approach aligns with the 
spirit of Regulation 10, which is to provide for interoperability, convergence, flexibility 
and innovation while enforcing safe boundaries in testing.  Regulation 10 acts as a plug 
in for using most approaches to building responsible AI, as set out in Regulation 
10.2.2(b)(iv) and (v).  Usually referred to as “sandboxes”, the Regulation 10 Accelerator 
may support any type including regulatory, operational or hybrid models, as set out in 
the Datasphere Initiative’s Report on Sandboxes for AI (the “Datasphere Report”).1   

 

For example, if an organisation is already participating in a regulatory sandbox, testing 
via the Regulation 10 Accelerator could act as a bolt on to the sandbox for the purpose 
of specifically assessing privacy by design, thereby supplementing the sandbox 
analysis.  There is no requirement to participate in a specific sandbox; there are many 
options such as:  

- UAE Reg Lab2 
- UK Information Commissioner’s Office3 
- EU AI Act Article 57 Sandbox4 

 

Many others are listed in the Datasphere Report, and may be included for the purposes 
of running the Regulation 10 Accelerator concurrently.   

 

Structure of the Reg 10 Accelerator:  

The basic format of the Regulation 10 Accelerator is comprised of  

1) Governance Procedures for Acceptance, Review and Reporting Framework, i.e., how 
to test and run the program, and  

2) Substantive Evaluation Criteria, what to test to practically assess the design, provide 
feedback and discuss guidance:  

 
1 https://www.thedatasphere.org/wp-content/uploads/2025/02/Report-Sandboxes-for-AI-2025.pdf  
2 https://reglab.gov.ae/  
3 ICO sandbox https://ico.org.uk/for-organisations/advice-and-services/regulatory-sandbox/ 
4 https://artificialintelligenceact.eu/article/57/  

https://www.thedatasphere.org/wp-content/uploads/2025/02/Report-Sandboxes-for-AI-2025.pdf
https://reglab.gov.ae/
https://ico.org.uk/for-organisations/advice-and-services/regulatory-sandbox/
https://artificialintelligenceact.eu/article/57/
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1. Governance Procedures for Acceptance, Review and Reporting Framework:  

When an entity wants to test their System in the Reg 10 Accelerator environment, they 
must: 

• Apply to participate – review and respond to initial questions 

o Non-Disclosure Agreement – recommended to execute a mutual, binding 
non-disclosure agreement upon request between Commissioner, the 
Participant and the Accelerator Testing Team 

o Abstract – provide a brief description of who you and your company are 
and what your system does  

o Design document – to be shared to the extent you are comfortable sharing 
potentially proprietary information; if NDA is signed, sharing is 
encouraged if at all possible.   

o Demonstration materials – testing platform demo, guidance, explanatory 
documents (if available) 

 

• Participants  

o Who may participate?  

▪ DIFC entities 

▪ Non-DIFC entities with operations in DIFC 

▪ Any other entity looking to utilize the Accelerator, provided it can 
justify the need to participate in the Accelerator.  There are no 
specific rules or criteria for this type of participant, other than to 
give a reasonable purpose 

 

• Assessment model / conditions; including existing published methodologies and 
recommended certification schemes or principles, such as:  

o Open Loop – Participants would engage in mock policy prototyping 
sprints to understand enterprise level system integration and 
implementation, assessing whether AI government and policies comply 
with Regulation 10 or other applicable regulations5 

 
5 https://openloop.org/sprints/ 
 

https://openloop.org/sprints/
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o OECD  - aligned with May 2019 / updated 2024 AI principles6;  

o Humane Intelligence – Bias bounty, red teaming, etc. 7 

o Bespoke requirements, i.e., propose an assessment model that 
demonstrates compliance with Regulation 10, particularly 10.2.2(b)(v), 
requiring that the autonomous systems notice in 10.2.2(a) was designed 
in accordance with the various principles, certifications or policy 
frameworks listed therein.  Discussion with testers / DIFC 
Commissioner’s team will likely be required.   

 

• Acceptance Criteria – explain your use case (may replicate the steps above or 
combine into one step), and include  Testing Criteria from Section 2 below along 
with any additional criteria should be considered in the Participant’s view, noting 
that it would be the Tester’s sole discretion as to how to evaluate any criteria for 
acceptance.   

 

• Accelerator Testing Period   

o Over how many days or weeks will the testing take place?   

o Can it be done in real time in a workshop format?  

o Long term testing: no more than four (4) weeks should be required, but 
any amount of time prior to testing may be taken to prepare for the test 
environment.  Participant should be prepared to explain why it would 
require anything longer than four (4) weeks to complete testing.   

o Sprint: no more than one (1) working day / eight (8) working hours should 
be required, but any amount of time prior to testing may be taken to 
prepare for the test environment.  Participant should be prepared to 
explain why it would require anything longer than a full working day to 
complete testing  

• Accelerator Testing Team (ATT) - Who is qualified to conduct testing and give 
feedback? The Accelerator Testing Team comprised of Testers in various fields of 
expertise.  Commissioner or delegate and Accelerator Participants shall clarify 
who should participate and whether support in making contact with possible 
participants is needed.  The ATT would be made up of the following volunteers: 

o Technical Testers –  

 
6 https://oecd.ai/en/ai-principles and https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-
0449  
7 https://www.humane-intelligence.org/  

https://oecd.ai/en/ai-principles
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0449
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0449
https://www.humane-intelligence.org/
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o Legal / Regulatory testers – is the participant or the reviewer within the 
DIFC community / subject to DIFC laws and regulations?  If not, please 
clarify where they are from and what laws, regulations, frameworks, etc 
they have evaluated against previously, if any.   

o Policy testers – what experience does the tester have in evaluating or 
creating policy requirements? 

o How are qualifications of testers evaluated? 

▪ May utilize abbreviated version of criteria in DIFC Regulation 10 
Accreditation and Certification Scheme for Accredited 
Certification Bodies 

▪ Provide CV and brief bio of experience in specific expertise 

▪ Capacity to participate – get commitment in writing (not legally 
binding) to ensure availability for participation 

▪ Any other criteria as necessary, per bespoke model or indicated by 
Participants or the Commissioner 

o What assurances commitments are required 

▪ Tester NDA 

▪ Valid credentials (certification, for example)  

• Output reporting and review – Testers must review and discuss the intended 
outputs with the Participants and provide meaningful feedback accordingly.  
Please use the form template for Regulation 10 Advisory Committee Reporting or 
other similar format 

o Recommendations and rectifications to be provided in a Report produced 
by Accelerator Testing Team  

o Commissioner must receive the report in addition to the Participants 

o Third parties permitted to review the report may obtain access upon 
request 

• Auditability / Monitoring  - subject to recommendations in the Report, monitoring 
to fill gaps and ensure in-life compliance may take place.  The Accelerator 
Testing Team reviews monitoring feedback and any required or ad hoc 
submissions from the Participant as a result of the testing / acceptance Report.  

• Enforcement / Enforcement Amnesty- action may be taken pursuant to amnesty 
period to allow for updates in order to comply.  Begins immediately after 
Accelerator Testing Period ends as confirmed in writing by all Parties 
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o Six (6) month amnesty  period for organisations whose systems already 
are operational, subject to the Accelerator Testing Team’s 
recommendations and compliance gap analysis items are rectified within 
those 6 months.)   

o If the system is still in development and is not operational, there will be a 
three (3) month amnesty period after it becomes operational, unless the 
Participant requests an additional three (3) months and provides a 
reasonable justification as to why six (6) months total would be required.  

o [ define when enforcement amnesty starts, i.e., after accelerator ends ] 

 

 

2. Substantive Evaluation Criteria: 

• Testing Criteria - What are we testing for?    

o Technical design that aligns with the requirements of the applicable / 
agreed framework, laws and regulations, etc 

▪ Risk / impact assessment - Who will be impacted and how will 
negative impact be minimised 

▪ Algorithmic design and transparency  

o Legal basis 

▪ Elements of Regulation 10.2 present 

▪ Elements of Regulation 10.3 present 

▪ Evidence of alignment with criteria in applicable standards, 
frameworks, regulations, etc., as set out above / agreed with 
Accelerator Testing Team 

o Governance / Participant’s policy framework to support compliant 
operation of the system 

o Presence of ethical principles / responsible AI obligations 

o Assessment of high risk processing and whether ASO requirement has 
been considered?  

o Bespoke criteria at Participant or Tester’s request, as agreed and 
approved by the Accelerator Testing Team and if there is any disagreement 
amongst the team, then at the sole discretion of the Commissioner or the 
Regulation 10 Advisory Committee.   
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• How are we testing for it? 

o Responsible parties are clear and any resulting actions are delineated 
and assigned appropriately  

o What are the inputs and what are expected outputs?  

o What standards, principles, laws and regs, etc apply?  

• What type of Testing Data is required? To be confirmed by Participant; may 
consult with Commissioner or ATT 

• Risk / impact assessment –  Review of assessment produced and submitted 
prior to accelerator testing time frame by Participant.   

o Assess quality and accuracy of information provided about who will be 
impacted; and  

o How negative impact(s) will be minimised  

• Revise and re-submit use case (if needed)  

• Testing in production if possible?   To be confirmed by Participant  

• Testing Outcomes Report – to be updated weekly by Participant, and then to be 
reviewed by Accelerator Testing Team.  

o may be updated to include rectification recommended the Accelerator 
Testing Team and captured in an update submission for auditability and 
monitoring purposes.    

o Failure to provide as prescribed above or otherwise as per agreement by 
the Participants and ATT (or Commissioner, if needed) may result in a 
reduced Enforcement Amnesty period.  

 

TRANSPARENCY AND DUE DILIGENCE IN AUTONOMOUS SYSTEMS DESIGN  

Assessment Purpose - The questions in this section are directed towards ensuring that the Participant’s 
System design is transparent, such that evidentiary requirements can be met upon request by any relevant 
person in accordance with Regulation 10.2.2 ( c – f ), Regulation 10.3.1 and Regulation 10.3.2.  Participant 
Please note that Information provided in accordance with Regulation 10.2.2(c), 10.2.2(d), 10.2.2(e) or 10.2.2(f) 
may be redacted or summarised, as reasonably determined by the Participant, solely to the minimum extent 
necessary to protect their intellectual property rights in, or comply with restrictions under applicable laws, in 
respect of, the System or any raw data used to train the System.  Participant However, subject to applicable 
non-disclosure and confidentiality requirements, the Participant undertaking the summary or redacting (as 
applicable) must provide to the Commissioner, upon request, the full and unredacted underlying information, 
and implement any revisions to the summary or redactions that are required by the Commissioner. Participant 
may consult with the Commissioner regarding any relevant evidentiary requests or directions at any time. 
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Question (to be answered by the 
Participant) 
 

Assessment Criteria (to be verified 
by the Accelerator Testing Team) 

Response / Evidence 
provided to meet 
assessment criteria, if 
needed 

1. Has the Participant designed 
the System such that evidence will 
be provided upon request by any 
affected party, of the System’s 
compliance with any applicable 
audit and/or certification 
requirements that may be 
established by the Commissioner 
from time to time?  
 

 

Where the Participant answers YES, 
the Accelerator Testing Team must 
verify the existence of the Participant’s  
procedures for technology design of the 
System and ability to provide evidence 
of privacy by design. 
 
Where the Participant answers NO, the 
Accelerator Testing Team must require 
the Participant to describe how it 
otherwise complies / will comply with 
Regulation 10.2.2(c). 

 

Yes 
 
 
 
No 
 
 
 
Recommendations 

2.  Has the Participant designed 
the System such that evidence will 
be provided upon request by any 
affected party, of any algorithm(s) 
that causes the System to seek 
human intervention when 
Processing of Personal Data by 
the System may result in an unfair 
or discriminatory impact on a Data 
Subject, as well as a risk and / or 
impact assessment of the risk that 
Processing by the System of 
information made available to the 
System may result in unjust bias or 
High Risk Processing? 
 

 

Where the Participant answers YES, 
the Accelerator Testing Team must 
verify the existence of the Participant’s  
procedures for technology design of the 
System and ability to provide evidence 
of privacy by design. 
 
Where the Participant answers NO, the 
Accelerator Testing Team must require 
the Participant to describe how it 
otherwise complies / will comply with 
Regulation 10.2.2(d). 
 

Yes 
 
 
 
No 
 
 
Recommendations 

3.  Has the Participant designed 
the System such that evidence will 
be provided upon request by any 
affected party, of an algorithm or 
algorithms that cause the Systems 
to seek human intervention in the 
event any Personal Data 
Processed by the System must be 
accessed by, or on behalf of, 
competent government authorities, 
including law enforcement, for the 
purposes of prevention or 
prosecution of alleged or 
confirmed criminal offenses, as 
well as a risk and impact 
assessment in that respect? 
 

 

Where the Participant answers YES, 
the Accelerator Testing Team must 
verify the existence of the Participant’s  
procedures for technology design of the 
System and ability to provide evidence 
of privacy by design. 
 
Where the Participant answers NO, the 
Accelerator Testing Team must require 
the Participant to describe how it 
otherwise complies / will comply with 
Regulation 10.2.2(e). 
 

Yes 
 
 
 
No 
 
 
Recommendations 

4.  Has the Participant designed 
the System such that evidence will 
be provided upon request by any 
affected party, of an algorithm or 
algorithms that instruct the 
Systems to seek human 
intervention in the event any 
Processing of Personal Data by 
the System may result in non-
compliance with Regulation 9, as 
well as conducting a risk and 
impact assessment in that 
respect?  

Where the Participant answers YES, 
the Accelerator Testing Team must 
verify the existence of the Participant’s  
procedures for technology design of the 
System and ability to provide evidence 
of privacy by design. 
 
Where the Participant answers NO, the 
Accelerator Testing Team must require 
the Participant to describe how it 
otherwise complies / will comply with 
Regulation 10.2.2(f). 
 

Yes 
 
 
 
No 
 
 
Recommendations 
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Question (to be answered by the 
Participant) 
 

Assessment Criteria (to be verified 
by the Accelerator Testing Team) 

Response / Evidence 
provided to meet 
assessment criteria, if 
needed 

 

 

5.  Has the Participant designed 
the System that will be utilised in 
products, services, or other use 
cases that may impact a Data 
Subject, negatively or positively, is 
designed in accordance with the 
following concepts: 
 
(a) Ethical: algorithmic decisions 
and the associated data lineage of 
a System should be unbiased and 
mitigated. This principle is closely 
linked with the principles of 
fairness and transparency. 
 
(b) Fairness: Systems should be 
designed to treat all individuals 
equally and fairly, regardless of 
race, 
gender, or other specifically 
subjective factors. Additionally, 
Systems should be designed to 
avoid 
potential biases, including unjust 
bias, or where possible, mitigate 
bias that could lead to unfair 
outcomes. 
 
(c) Transparent: a System must 
ensure that Processing of 
Personal Data is transparent and 
fair to Data 
Subjects and other stakeholders in 
non-technical terms, with 
appropriate supporting evidence. 
 
(d) Secure: a System must keep 
Personal Data protected and kept 
confidential and prevent data 
breaches which could cause 
reputational, psychological, 
financial, professional or other 
types of 
harm. 
 
(e) Accountability: a System must 
have mechanisms in place to 
ensure responsibility and 
accountability for enabling its 
Systems and outcomes. Such 
mechanisms may include internal 
governance and control 
frameworks in place for monitoring 
the System, processes and 
projects 
regularly or external organisation 
auditing processes regularly, 
enabling the assessment of 
algorithms, data and design 
processes.  

Where the Participant answers YES, 
the Accelerator Testing Team must 
verify the existence of the Participant’s  
procedures for technology design of the 
System and ability to provide evidence 
of such concepts. 
 
Where the Participant answers NO, the 
Accelerator Testing Team must require 
the Participant to describe how it 
otherwise complies / will comply with 
Regulation 10.3.1. 

 

Yes 
 
 
 
No 
 
 
Recommendations 
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Question (to be answered by the 
Participant) 
 

Assessment Criteria (to be verified 
by the Accelerator Testing Team) 

Response / Evidence 
provided to meet 
assessment criteria, if 
needed 

 
 
 
 
6. Has the Participant designed 
the System to ensure that where it 
wishes to use, operate, provide, 
offer or otherwise make available 
for commercial use it to Process 
Personal Data (or receive the 
benefit of, or output from, the 
operation of such System), it: 
 
(a) is capable of Processing 
Personal Data only for purposes 
that are human-defined or human-
approved, or are defined by the 
System itself solely on the basis of 
human-defined principles and 
solely within the limits of human-
defined constraints; and  
 
(b) is designed in compliance with 
Regulation 10.3.1 and complies 
with any other applicable audit and 
certification requirements that may 
be established by the 
Commissioner from time to time. 
 
 

 

Where the Participant answers YES, 
the Accelerator Testing Team must 
verify the existence of the Participant’s  
procedures for technology design of the 
System and ability to provide evidence 
of due diligence with respect to security 
and privacy by design. 
 
Where the Participant answers NO, the 
Accelerator Testing Team must require 
the Participant to describe how it 
otherwise complies / will comply with 
Regulation 10.3.2. 

 

Yes 
 
 
 
No 
 
 
Recommendations 

7.  Has the Participant appointed 
an Autonomous Systems Officer 
(ASO), who will have the same or 
substantially similar competencies, 
status, role and task of a DPO as 
set out in Article 17 and Article 18 
of the Law? 
 

 

Where the Participant answers YES, 
the Accelerator Testing Team must 
verify the existence of the Participant’s  
procedures for and appointment of the 
ASO. 
 
Where the Participant answers NO, the 
Accelerator Testing Team must require 
the Participant to assess and determine 
whether it engages in HRP, if it must 
appoint a Data Protection Officer, or 
provide a reasonable explanation about 
how it otherwise complies / will comply 
with Regulation 10.3.3(d). 

 

Yes 
 
 
 
No 
 
 
Recommendations 

 

 


