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Key Recommendations 

Between March and May 2025, DIFC Commissioner’s Office conducted a survey to 
understand the needs and requirements for a technical, governance and ethics focused 
Autonomous Systems Officer (ASO).  Please find below the key recommendations for the 
DIFC based on research on other jurisdictions and considering global perspective on data 
policy and AI governance.  

• Define and promote the ASO role as a best practice standard – DIFC is an early 
leader in formalizing and requiring the ASO role in companies. That said, it is not 
alone in establishing such requirements. For example, recent U.S. Office of 
Management and Budget (OMB) guidance preserved the requirement for federal 
agencies to have a Chief AI Officer, as originally mandated under President Biden’s 
2023 Executive Order.1  It is a critical time to clarify the core responsibilities of the 
ASO, as well as to highlight the value such as role can create for organizations. 
Identifying early on measurable benefits from appointing an ASO will help support 
adoption of similar roles across jurisdictions.  

• Promote multidisciplinary expertise, while avoiding overloading one role – 
Based on the survey results it is recommended that the ASO role requires 
competency across: 1. AI/ML literacy; 2. understanding of relevant legal and 
regulatory frameworks; and 3. AI governance and ethics. The ASO’s considerations 
and vision must extend beyond just compliance, or governance, or technical 
matters. Rather, the role should require the individual to think cross-functionally 
across the whole organizational structure to create strategies, governance, and a 
workforce to support adoption of responsible AI practices. To avoid overburdening 
one individual, companies should be encouraged to form supporting “leads” (e.g., 
for AI engineering, compliance, governance, etc.).  

• Consider mandating AI governance for high-risk sectors while recommending it 
for others – For high-risk sectors or highly regulated industries (e.g., financial 
services, healthcare, insurance), the requirement to appoint an ASO or equivalent 
role is advisable. Many of these sectors are already experiencing demand to 
demonstrate AI explainability, transparency, and fairness from regulators, 
customers, and end users. Appointing an ASO is important to ensure autonomous 
systems are developed and deployed responsibly, while delivering benefits for 
organizations and their customers. ASOs may also support organizations’ efforts to 

 
1 Memorandum M-25-21, https://www.whitehouse.gov/wp-content/uploads/2025/02/M-25-21-Accelerating-
Federal-Use-of-AI-through-Innovation-Governance-and-Public-Trust.pdf.  

https://www.whitehouse.gov/wp-content/uploads/2025/02/M-25-21-Accelerating-Federal-Use-of-AI-through-Innovation-Governance-and-Public-Trust.pdf
https://www.whitehouse.gov/wp-content/uploads/2025/02/M-25-21-Accelerating-Federal-Use-of-AI-through-Innovation-Governance-and-Public-Trust.pdf
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meet external expectations and compliance requirements. For lower-risk activities, 
it makes sense to recommend but not mandate the role.  

• Make clear that ASOs can wear “multiple hats.” – DIFC should make clear that 
the individual appointed ASO need not be only an ASO. Integrating AI governance 
with broader data and technological governance is vital2, and organizations should 
have the flexibility to designate individuals to roles in a manner that fosters such 
holistic governance. For example, the recent U.S. OMB guidance references above 
states that “Agency heads may choose to designate an existing official, such as a 
Chief Information Officer, Chief Data Officer, Chief Technology Officer, or similar 
official with relevant or complementary authorities and responsibilities, provided 
that individual has significant expertise in AI.”3 

• Considering reporting structures for the ASO – The DIFC may want to recommend 
(but not require) that the ASO report independently and directly to a senior 
leadership position (e.g., the Board or the CEO). Many other organizations that have 
implemented a similar role (i.e., the Chief AI Officer) have made this role directly a 
part of the C-suite. Setting this type of reporting structure can help signal that 
responsible AI practices is a priority for the organization and create a company 
culture that sees it as a shared responsibility. Furthermore, the ASO should 
participate or lead an organization’s ethics or AI “board or steering committees”, as 
they should have comprehensive oversight and knowledge of the organization’s 
development and deployment of AI, as well as the relevant governance processes. 

• Clarify the concepts of accountability for ASOs –The survey asked about 
activities for which ASOs should be “accountable.” As DIFC elaborates its 
expectations and requirements for the ASO role, it will be important to clarify how 
ASOs should think approach the concept of accountability. As the Center for Policy 
Information Leadership (CIPL) wrote in its 2024 report on Building Accountable AI 
Programs: “A well-developed, comprehensive accountability framework or program 
provides organizations with the tools and processes needed to implement relevant 
legal requirements and standards, as well as internal ethics standards and other 
internal ‘best practice’ goals.” With respect to accountability, ensuring effective 
implementation of such a program for autonomous systems on an ongoing basis 

 
2 Leveraging Data Responsibly: Why Boards and the C-Suite Need to Embrace a Holistic Data Strategy, April 
2024, 
https://www.informationpolicycentre.com/uploads/5/7/1/0/57104281/leveraging_data_responsibly_cipl_apr
il17.pdf.  
3 Memorandum M-25,21, Section 3(a). 

https://www.informationpolicycentre.com/uploads/5/7/1/0/57104281/leveraging_data_responsibly_cipl_april17.pdf
https://www.informationpolicycentre.com/uploads/5/7/1/0/57104281/leveraging_data_responsibly_cipl_april17.pdf
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should be a central focus of the ASO.4   DIFC should make clear that accountability 
in this context is distinct from liability – a complex topic on which vigorous debate 
continues around its appropriate apportionment in the context of AI development 
and deployment.5 

• Building an ecosystem of ASOs through DIFC – The DIFC may want to consider 
creating a network of ASOs or similar AI governance leads across DIFC entities to 
foster an open environment for sharing best practices and benchmarking with 
peers. The DIFC can consider establishing forums or working groups based on 
different sectors, or sponsor workshops in collaboration with industry leaders and 
global regulators where ASOs can share case studies and challenges and receive 
regulatory clarity. These actions can further identify DIFC as a leader in shaping the 
role of the ASO and promoting responsible AI practices.  

  

 
4 CIPL, Building Accountable AI Programs, April 2024, p. 6. 
5 See discussion of this topic in CIPL, Ten Recommendations for Global AI Regulation, October 2023, p. 9. 
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Review 
DIFC Autonomous Systems Officer (ASO) Results 2025 

 

This ASO survey results report provides insights into the current state and perceptions 

of AI (autonomous and semi-autonomous systems) usage and governance within DIFC 

Establishments. The ASO survey asked the questions in this link.  The results data is 

available at this link.  

The following is a brief statistical analysis of the results, which can help to translate the 

overall findings and interpret how these can shape the development of the ASO role 

definition, requirements and scope.  

____________________________________________________________________________________ 

Statistical Analysis 

Section 1 – Company Information  

Size and Sector 

Most respondents are from medium sized organizations (50-249 employees) followed by 

small organizations (0-9 employees). Financial Services (FS) and Tech & Software 

Development are shown to lead in the use of AI. 

 

 

 

 

 

 

https://survey.alchemer.com/s3/8231339/DIFC-ASO-Survey
https://are01.safelinks.protection.outlook.com/?url=https%3A%2F%2Freporting.alchemer.com%2Fr%2F558671_67d7f6bd939e44.09329984&data=05%7C02%7CLori.Baker%40difc.ae%7Ccddccf271f8544913a8008dd683c9ba1%7Cabc805d798524fa2af275f3c9114221c%7C1%7C0%7C638781331720911408%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=Ww%2FsvUOQjIs6p1CTY7L%2FBmqVYBe89lrVNIkV2dLkctw%3D&reserved=0
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AI Usage and Applications 

When asked whether the entity uses autonomous or semi-autonomous systems (e.g., 

artificial intelligence or AI), over half of the respondents use AI moderately, with a significant 

portion using it extensively. The most common AI applications in use are vendor propriety AI 

and provider hosted models. 
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Business Functions and AI 

‘Predictive analytics’ seem to take the lead followed by ‘Customer Service’ with regards to 

AI usage - while ‘Compliance’, ‘Financial Management’ and ‘Operations’ show some 

significant usage. 
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Current view of the importance / role and responsibilities of an ‘ASO’/ AI Officer 

The most common understanding of the ASO role from the survey responses are linked to 

the perceived primary responsibilities. These include ensuring ‘Data Quality’, overseeing 

‘Model updates’ and ‘Monitoring and Evaluation’ of outcomes for bias and security. The 

perceived skills needed are mainly technical AI /ML, regulatory knowledge and a strong 

understanding of ethics and governance.   

 

Importance and Authority of an ASO / AI Officer 

Respondents believe that having an ASO/AI Officer is important or very important, both rated 

at 29%, with many organizations already having a designated employee/staff member in this 

role or are considering it. Decision-making authority is given significant importance but 

followed with concerns for striking a balance of power through multi-stakeholder 

collaboration and accountability.  

The DPO role is perceived to be the most crucial collaboration point followed by subject 

matter experts (SME) from technical, regulatory and cross-disciplinary backgrounds The 

core area of decision-making authority is associated with regulatory compliance and ethical 

concerns or governance. Overall, the statistics show the need for dedicated roles to support 

the ASO’s ethical, legal and operational areas of responsibility in an effective way. 
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Section 2 - About the AI Officer / ASO Role 

Most respondents believe that the core responsibilities of the ASO role should center 

around Ensuring the quality, diversity, and fairness of training data, monitoring AI system 

outcomes for bias / fairness and security and ensuring compliance with legal and ethical 

guidelines.  Given the other options, as seen in the chart below, this result indicates that the 

ASO role is seen more as a governance and less as a technical role.  Likewise, in terms of 

ASO skills, the overwhelming majority indicated that legal / regulatory and assessment of 

the ethical implications of AI use and outcomes are the primary, most valuable skills, and 

that authority should be mainly around AI-related processes and policies.  However, the 

overwhelming majority suggested that the ASO should be at least partially accountable for 

illegal or harmful decisions made by current or future AI systems, regardless of authority 

level over such business decisions involving AI systems and uses.   One respondent did 

however note that final accountability should be with the Board of Directors.  

  One of the respondents stated, “… the CAIO should be technical enough to understand 

what she is looking at, hold the AI strategy and have an understanding of the implications of 

releasing a model i.e. ethics and governance.”    
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Section 3 - AI Officer / ASO qualifications 

In terms of ASO qualifications, responses interestingly showed that relatively newly 

qualified individuals with training primarily in IT and Cybersecurity would be qualified to be 

an ASO.  Legal, compliance and consultancy background were among the professional skills 

required for the role, and areas of expertise should be heaviest on ethical AI with certification 

as an AI practitioner, as well as the following:  
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Section 4 - AI Officer / ASO Oversight 

What specific tasks should ASO / AI Officer do for oversight of Systems? 

Data collection and sourcing Data labelling and annotation 

  
Storage and security of training datasets Fine tuning / optimising models 

  

Regular validation and updates for deployed 
models 

Ethical considerations during model 
deployment including bias, fairness, 
transparency 
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Pre-deployment impact assessments Continuous monitoring of AI performance and 
outcomes 
 

  
Investigating harmful or biased AI outcome  
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Section 5 - Security and Data Protection / Datasets 

This section’s responses deal with ASO accountability for dataset use, training data and 
find tuning.   

Most respondents do not believe that the ASO should be accountable for the datasets 
used, but fine tuning and secondary training in models generated by the developer / user 
itself.  One responded noted, “Datasets are business inputs not under ASO mandate.”   

When asked about the use of data for fine tuning or inference, there was clear agreement 
that the ASO should be accountable for adherence to regulations and laws rather than 
technical inputs.   

 

 

Section 6 - Reporting and Compliance 

In terms of reporting lines of the ASO, it was clear that this role should report to the Board 
and the CEO, as well as the CCO, and should have a clear mandate for independence, 
impartiality and authority.  Monthly reporting should be required, with ad hoc processes for 
specific incidents.  The ASO should also participate in steering committees or similar 
bodies responsible for establishing and implementing enterprise ethical AI guidelines.  
Lastly, the generally popular view was that the ASO should be subject to external 
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accountability reviews.  As such, the ASO should likely need to understand internal 
process auditing needs of the organisation and help define them for this greenfield role.   

 

Finally, when asked how AI governance is viewed by organisations, businesses, etc., the 
majority of respondents didn’t have an opinion. Interestingly, after this view, there was an 
even split of respondents noting that it was a burden versus being welcome – 22.2 % in 
both cases.  Suitable pay for an ASO would fall between $100,000 to $200,000 USD.   

 

Conclusion / Summary  

 

Reflections and future directions  

The survey findings illustrate a potential framework for defining the role, skills and scope of 
an ASO. I have further supplemented it with a brief ‘results limitations analysis’ for the 
purposes of shedding light on any accompanying risks. 

 

Role and skill requirements 

Overall, the survey results support the case for an ASO role to ensure ‘Data Quality’; 
‘Fairness of training data’; ‘Oversight of model updates’; and ‘Monitoring’ of AI usage 
outcomes for bias and security. Inputs from multidisciplinary stakeholders and overall 
diversity are seen to be key mechanisms to achieve the role responsibility objectives.  

Similarly, a significant weightage supports the ASO role to have decision-making authority 
especially regarding compliance and ethical concerns. Requirements for a trilateral 
knowledge set (and/or experience) are also supported for technical, regulatory and ethics 
expertise. This translates to proficiency in AI/ML technologies, familiarity with local and 
global regulations and the ability to navigate the terrain with an ‘ethical governance’ lens.  

 

Limitations 

There is a slight over-emphasis on technical skills which can overlook the importance of 
strategic and business acumen. Rather, a balance of technical knowledge with strong 
leadership and strategic planning skills to align AI initiatives with business goals can be a 
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better skill combination. Similarly, while regulatory knowledge is crucial, it might not be the 
sole responsibility of the ASO. A dedicated compliance team could also handle regulatory 
aspects, allowing the ASO to focus more on innovation and implementation. 

Granting extensive decision-making authority to the ASO could potentially lead to internal 
conflict with other departments. A more collaborative decision-making process involving 
multiple stakeholders could in theory provide balance and accountability for AI 
governance. Nevertheless, this presents another set of risks and disadvantages particular 
to a very new field which is covered below. 

Scope  

The findings also indicate that scope of the ASO’s role should oversee AI applications 
across various business functions of which ‘Predictive analytics’, ‘Customer service’, 
‘Compliance’ and ‘Financial management’ take priority. The use of AI across various 
business functions incidentally shows that organizations are exploring multiple avenues 
for AI implementation, reflecting a mature approach. 

Collaboration with key roles such as DPOs and business process owners across 
departments are perceived to be important for SME insight and inclusion. The surveyed 
majority support partial accountability for AI decisions in order to ensure transparency and 
responsibility in AI deployment.  

Limitations 

Cross-expertise is in general an important strategy to ensure SME inputs are facilitated. 
This could however risk too many people involved and thus diluting from the focus on 
building core competencies in AI. So, an alternative option is that specialized roles within 
the AI team could address different aspects, such as ethics, technical development, and 
business integration, rather than expecting one individual to cover it all.  

Training and Development 

Indications for the development of the ASO role is associated with relevant training and 
education due to the swift pace of current and emerging technology in addition to evolving 
regulation. The nuances of the role require training in ethical AI standards and practice; 
and their promotion, similar to a DPO’s duty to give training and build awareness 
campaigns for data privacy. ‘Monitoring and Evaluation’ of AI systems to ensure they meet 
organizational and regulatory standards is also perceived to be of critical importance. 
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Limitations 

While the development of the ASO role is crucial and relies on up-to-date training, it is also 
struck with the challenge of keeping abreast with constant influx of changes to tech and 
regulation. This presents likely gaps in access to knowledge and necessary knowledge 
pertaining to the sector and the organization. ASO should also then be provided with 
access to learning ‘in the field’ in the form of case workshops for example, so that they are 
presented with the closest possibility to ‘real-time’ challenges and solutions building. This 
will also be useful for the task of effective ‘Monitoring and Evaluation’ of AI systems.   

Regular workshops pulled together by Business and Tech ‘Standards’ groups, ‘Sector 
Associations’, and ‘Business Activities’ alliances, in the form of regular workshops and 
online learning events may ensure this gap can be somewhat overcome. 


